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1 Introduction

1. This Acceptable Use Policy (“AUP”) sets out the
actions prohibited to Users of the Namibian Net-
work Information Centre (cc) (“NA-NiC“) Net-
work (“NA-NiC Network“).

2. “Users“ are defined as

2.1. Registrants of a .NA® country code Top
Level (“ccTLD“) Domain Name (“.NA Do-
main Name“),

2.2. anyone who has responsibility for one or
more host records in the .NA zone files gen-
erated from the .NA® Register,

2.3. anyone who uses or accesses the .NA® Do-
main Name Register,

2.4. and/or users of

2.4.1. hardware,

2.4.2. Name Servers,

2.4.3. bandwidth,

2.4.4. telecommunications transport,

2.4.5. zone files

2.4.6. e-mail

2.4.7. routing services

2.4.8. any other Domain Name resolution sys-
tems and services

in the .NA® Register and zone.

3. This AUP applies to all .NA® Domain Names
(which end in the two letter su�x .NA), includ-
ing second-level .NA® Domain Names (such as
com.NA) and sub second-level Domain Names
(such as omadhina.co.NA) which resolve as a re-
sult of sub-delegation.

4. This AUP is in addition to rules governing quali-
fications for registration.

5. Use of a .NA® Domain Name or the NA-NiC Net-
work in amanner that contravenes this AUP,may
result in the suspension or revocation of a Reg-
istrant’s right to use a .NA® Domain Name or to
continue to be recognized as the Registrant of a
.NA® Domain Name. Suspension or revocation

may apply to one or more .NA® Domain Names
for which User is a Registrant in addition to a
particular .NA® Domain Name which may have
given rise to a particular complaint.

6. NA-NiC reserves the right to modify or update
this AUP at any time and any such modifica-
tions or restatements shall be posted on NA-NiC’s
website at http://www.na-nic.com.NA from time
to time. NA-NiC will use reasonable commer-
cial e�orts to inform designated contacts in the
event of changes to this AUP. Such e�orts may in-
clude posting the revised AUP on NA-NiC’s web-
site and/or sending email notice that this AUPhas
been modified or updated.

7. NA-NiC supports the free flow of information
and ideas over the Internet. Accordingly, NA-NiC
does not actively screen or monitor, nor does it
exercise editorial control over the content of any
message or web site made accessible by Domain
Name resolution services in the .NA® ccTLD.

8. NA-NiC may discontinue, suspend, or modify the
services provided to any .NA® Domain Name
(for example, through modification of .NA® zone
files), to address alleged violations of this AUP
(described further below).

9. NA-NiC may determine in its sole discretion
whether use of the NA-NiC network or a .NA® Do-
main Name is a prima facie violation of this AUP.

10. NA-NiC or a�ected parties may utilize the Coun-
cil of Country Code Administrators (“CoCCA“) Ac-
ceptable Use Policy Complaint Resolution Ser-
vices (“CRS“) to resolve disputes over inter-
pretation and implementation of this AUP, as
described more fully in the CRS available at
https://cocca.org.nz/.

11. Users of the NA-NiC Network are obliged and re-
quired to ensure that their use of a .NA® Domain
Name or the NA-NiC Network is at all times law-
ful and in accordance with the requirements of
this AUP and applicable laws and regulations of
Namibia, the operation of the .NA® ccTLD falling
with the jurisdiction and being governed by the
laws of Namibia.

12. This AUP should be read in conjunction with ap-
plicable agreements, policies, laws and regula-
tions.
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13. By way of example, and without limitation,
agreement between the User and Registrar may
set forth representations and warranties and
other terms and conditions, the breach of which
may constitute non-compliance with this AUP.

2 Prohibited Use

14. A “Prohibited Use“ of the NA-NiC Network or a
.NA® Domain Name is a use which is expressly
prohibited by provisions of this AUP.

15. Registration of one or more .NA® Domain Names
or access to services provided by NA-NiC may be
canceled or suspended for any breach of, or non-
compliance with this AUP.

3 Compliance With Law

16. The NA-NiC Network and .NA® Domain Names
must only be used for lawful purposes. The cre-
ation, transmission, distribution, storage of, or
linking to any material in violation of applica-
ble law or regulation is prohibited. This may in-
clude, but is not limited to, the following:

16.1. Communication, publication or distribution
ofmaterial (including through links or fram-
ing) that infringes upon the intellectual
and/or industrial property rights of another
person. Intellectual and/or industrial prop-
erty rights include, but are not limited to:

16.1.1. Copyrights (including future Copyright),

16.1.2. design rights,

16.1.3. patents,

16.1.4. patent applications,

16.1.5. Trade Marks,

16.1.6. rights of personality, and

16.1.7. trade secret information.

16.2. Use of a .NA® Domain Name in circum-
stances in which:

16.2.1. The .NA® Domain Name is identical or
confusingly similar to a personal name,
company, business or other legal or
trading name as registered with the rel-
evant Namibia agency, or a trade or ser-
vice mark in which a third party com-
plainant has uncontested rights, includ-
ing without limitation in circumstances
in which:

16.2.1.1. The use deceives or confuses oth-
ers in relation to goods or services
for which a trade mark is registered
in Namibia, or in respect of simi-
lar goods or closely related services,
against the wishes of the registered
proprietor of the trade mark; or

16.2.1.2. The use deceives or confuses others
in relation to goods or services in re-
spect of which an unregistered trade
mark or service mark has become
distinctive of the goods or services
of a third party complainant, and in
which the third party complainant
has established a su�cient reputa-
tion in Namibia, against the wishes
of the third party complainant; or

16.2.1.3. The use trades on or passes-o� a
.NA® Domain Name or a website or
other content or services accessed
through resolution of a .NA® Domain
as being the same as or endorsed,
authorized, associated or a�liated
with the established business, name
or reputation of another; or

16.2.1.4. The use constitutes intentionally
misleading or deceptive conduct in
breach of CoCCA recommendations,
or the laws of Namibia; or

16.2.2. The .NA® Domain Name has been used
in bad faith, including without limita-
tion the following:

16.2.2.1. The User has used the .NA® Domain
Name primarily for the purpose of
unlawfully disrupting the business
or activities of another person; or

16.2.2.2. By using the .NA® DomainName, the
User has intentionally created a like-
lihood of confusion with respect to
the third party complainant’s intel-
lectual or industrial property rights
and the source, sponsorship, a�lia-
tion, or endorsement of website(s),
email, or other online locations or
services or of a product or service
available on or through resolution of
a .NA® Domain Name;

16.2.2.3. For the purpose of unlawfully sell-
ing, renting or otherwise transfer-
ring the Domain Name to an entity
or to a commercial competitor of an
entity, for valuable consideration in
excess of a User’s documented out-
of-pocket costs directly associated
with acquiring the Domain Name;
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16.2.2.4. As a blocking registration against a
name ormark inwhich a third party
has superior intellectual or indus-
trial property rights.

16.2.2.5. A .NA® Domain Name registration
which is part of a pattern of registra-
tions where the User has registered
Domain Names which correspond to
well known names or trade marks
in which the User has no apparent
rights, and the .NA® Domain Name
is part of that pattern;

16.2.2.6. The .NA® Domain Name was regis-
tered arising out of a relationship be-
tween two parties, and it was mutu-
ally agreed, as evidenced by a writ-
ing, that the Registrant would be an
entity other than that currently in
the Register.

16.3. Unlawful communication, publication or
distribution of registered and unregistered
know-how, confidential information and
trade secrets.

16.4. Communication, publication or distribu-
tion, either directly or by way of embed-
ded links, of images or materials (includ-
ing, but not limited to pornographic mate-
rial and images or materials that a reason-
able person as a member of the commu-
nity of Namibia would consider to be ob-
scene or indecent) where such communica-
tion, publication or distribution is prohib-
ited by or constitutes an o�ense under the
laws of Namibia or within the meaning of
the CoCCA recommended policies, whether
incorporated directly into or linked from a
web site, email, posting to a news group,
internet forum, instant messaging notice
which makes use of Domain Name resolu-
tion services in the .NA® ccTLD.

16.5. Material that a reasonable member of the
community of Namibia would consider
pornographic, indecent, and/or obscene or
which is otherwise prohibited includes, by
way of example and without limitation,
real or manipulated images depicting child
pornography, bestiality, excessively violent
or sexually violent material, sexual activ-
ity, andmaterial containing detailed instruc-
tions regarding how to commit a crime, an
act of violence, or how to prepare and/or use
illegal drugs.

16.6. Communication, publication or distribution
of defamatorymaterial ormaterial that con-
stitutes racial vilification.

16.7. Communication, publication or distribution
of material that constitutes an illegal threat
or encourages conduct that may constitute a
criminal o�ense.

16.8. Communication, publication or distribution
of material that is in contempt of the orders
of a court or another authoritative govern-
ment actor within Namibia.

16.9. Use, communication, publication or distri-
bution of software, technical information or
other data that violates export control laws
or CoCCA recommendations.

16.10. Use, communication, publication or distri-
bution of confidential or personal informa-
tion or data which violates any right of pri-
vacy including confidential or personal in-
formation about persons that is collected
without their knowledge or consent.

4 Electronic Mail

17. NA-NiC expressly prohibits Users of the NA-NiC
Network from engaging in the following activi-
ties:

17.1. Communicating, transmitting or sending
unsolicited bulk e-mail messages or other
electronic communications (“Junk Mail“ or
“Spam“) of any kind including, but not lim-
ited to,

17.1.1. unsolicited commercial advertising,

17.1.2. informational announcements,

17.1.3. political or religious tracts.

Such messages or material may be sent only
to those who have expressly requested it. If
a recipient asks a User to stop sending such
e-mails, then any further e-mailmessages or
other electronic communications would in
such event constitute Spam and violate the
provisions and requirements of this AUP.

17.2. Communicating, transmitting or sending
any material by e-mail or otherwise that ha-
rasses, or has the e�ect of harassing, an-
other person or that threatens or encour-
ages bodily harm or destruction of property
including, but not limited to, malicious e-
mail and flooding a User, site, or server with
very large or numerous pieces of e-mail or
illegitimate service requests.

17.3. Communicating, transmitting, sending, cre-
ating, or forwarding fraudulent o�ers to
sell or buy products, messages about “Make-
Money Fast“, “Pyramid“ or “Ponzi“ type
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schemes or similar schemes, and “Chain Let-
ters“ whether or not the recipient wishes to
receive such messages.

17.4. Adding, removing, modifying or forging NA-
NiC Network or other network header infor-
mation with the e�ect of misleading or de-
ceiving another person or attempting to im-
personate another person by using forged
headers or other identifying information
(“Spoofing“).

5 Disruption of NA-NiC Network

18. No-one may use the NA-NiC Network or a .NA®

Domain Name for the purpose of:

18.1. Restricting or inhibiting any person in their
use or enjoyment of the NA-NiC Network or
a .NA® DomainNameor any service or prod-
uct of NA-NiC.

18.2. Actually or purportedly reselling NA-NiC
services and products without the prior
written consent of NA-NiC.

18.3. Transmitting any communications or activ-
ity which may involve deceptive marketing
practices such as the fraudulent o�ering of
products, items, or services to any other
party.

18.4. Providing false ormisleading information to
NA-NiC or to any other party through the
NA-NiC Network.

18.5. Facilitating or aiding the transmission of
confidential information, private, or stolen
data such as credit card information (with-
out the owner’s or cardholder’s consent).

6 Consumer Protection, Fair Trading

19. A User using a .NA® Domain Name to sell goods
or services over the Internet must provide clear
links with su�cient and accurate contact details
on such website so that consumers have the abil-
ity to contact the seller of such goods or services,
and so that customers andprospective customers
are clearly advised of any territorial limitations
on the o�er, sale or provision of any goods or ser-
vices o�ered, sold or provided, and of any ap-
plicable laws, jurisdiction or CoCCA recommen-
dations. In the event that it is credibly alleged
that a .NA® Domain Name Registrant has not fol-
lowed these rules, NA-NiC may furnish the con-
tact details for the Registrant in accordance with
the NA-NiC Privacy Policy.

7 Network Integrity and Security

20. Users are prohibited from circumventing or at-
tempting to circumvent the security of any host,
network or accounts (“cracking“ or “hacking“)
on, related to, or accessed through the NA-NiC
Network. This includes, but is not limited to:

20.1. accessing data not intended for such user;

20.2. logging into a server or account which such
user is not expressly authorized to access;

20.3. falsifying a user name or password;

20.4. probing the security of other networks;

20.5. executing any form of network monitoring
which will intercept data not intended for
such user.

21. Users are prohibited from e�ecting any network
security breach or disruption of any Internet
communications including, but not limited to:

21.1. accessing data of which such User is not an
intended recipient; or

21.2. logging onto a server or account which such
User is not expressly authorized to access.

22. For the purposes of sections 7 and 5, “disruption“
includes, but is not limited to:

22.1. port scans, ping floods, packet spoofing;

22.2. forged routing information;

22.3. deliberate attempts to overload a service,
and attempts to “crash“ host;

22.4. using the NA-NiC Network in connection
with the use of any program, script, com-
mand, or sending of messages to interfere
with another user’s terminal session by any
means, locally or by the Internet.

23. Users who compromise or disrupt NA-NiC Net-
work systems or security may incur criminal or
civil liability. NA-NiCwill investigate any such in-
cidents andwill cooperate with law enforcement
agencies if a crime is suspected to have taken
place.

8 Non-Exclusive, Non-Exhaustive

24. This AUP is intended to provide guidance as to
what constitutes acceptable use of the NA-NiC
Network and of .NA® Domain Names. However,
the AUP is neither exhaustive nor exclusive in
which caseNA-NiCmay, in its sole discretion, rea-
sonably determine whether an action by a User
is prohibited use.

aup.lyx, v1.45 Page 4 of 5



Dr
aft
, 20

23
-05
-06

9 Complaints

25. Persons who wish to notify NA-NiC of abusive
conduct in violation of this AUP may report the
same by email addressed to

25.1. accounts@omadhina.co.NA, in cases relat-
ing to Namibian Registrants and or Namib-
ian Registrars and/or their Resellers;

25.2. directors@omadhina.NET, in cases relating
to Foreign Registrants and or Foreign Regis-
trars and/or their Resellers; and

25.3. dns-admin@na-nic.com.NA, in cases where
paragraphs 25.1 or 25.2 have not resulted
in a satisfactory resolution within a reason-
able time frame.

10 Enforcement

26. NA-NiCmay, in its sole discretion, suspend or ter-
minate a User’s service (or instruct the .NA® Reg-
ister operator to do so) for violation of any of the
requirements or provisions of the AUP on receipt
of a complaint if NA-NiC believes suspension or
termination is necessary to comply with the law,
protect the public interest, prevent unlawful ac-
tivity or protect the health, safety, or privacy of
an individual.

27. If immediate action is not required, NA-NiC will
workwith Registrants and a complainant to rem-
edy violations to ensure compliance with this
AUP prior to suspension or terminating service.

11 Limitation of Liability

28. In no event shall NA-NiC (or the .NA®Register op-
erator) be liable to any User of the NA-NiC Net-
work, any customer, nor any third party for any
direct, indirect, special or consequential dam-
ages for actions taken pursuant to this AUP, in-
cluding, but not limited to, any lost profits, busi-
ness interruption, loss of programs or other data,
or otherwise, even if NA-NiC was advised of the
possibility of such damages.

29. NA-NiC’s (or the .NA®Register operator’s) liabil-
ity for any breach of a condition or warranty im-
plied by this AUP shall be limited to the maxi-
mum extent possible to one of the following (as
NA-NiC may determine):

29.1. supplying the services again; or

29.2. paying the cost of having the services sup-
plied again.

12 Removal of Content Responsibility

30. At its sole discretion, NA-NiC reserves the right
to:

30.1. Remove or alter content, zone file data or
other material from its servers (or instruct
the the .NA®Register operator tp do so) pro-
vided by any person that violates the provi-
sions or requirements of this AUP; or

30.2. terminate access to the NA-NiC Network by
any person that NA-NiC determines has vio-
lated the provisions or requirements of this
AUP.

31. In any regard, NA-NiC is not responsible for the
content or message of any newsgroup posting, e-
mail message, or web site regardless of whether
access to such content or message was facilitated
by the NA-NiC Network. NA-NiC does not have
any duty to take any action with respect to such
content or message by creating this AUP, and
Users of the NA-NiC Network are obliged and re-
quired to ensure that their use of a .NA® Domain
Name or the NA-NiC Network is at all times in ac-
cordance with the requirements of this AUP and
any applicable laws and/or regulations.
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